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PHISHING AS A SERVICE 
(PhaaS)

1 	� Determining the scope
 Together with you, we will go

through the various options and
develop the ideal scenarios for
your organisation. These are based
on the latest trends that occur in
the cyber world.

2 	� Simulation of a  
phishing attack

	� With the exception of whitelisting 
our phishing platform, a simulation 
does not require the intervention 
of the internal IT department. The 
attack is coordinated so that there 
is no operational impact.

3 	� Analysis & reporting
	� This is a non-aggressive phishing 

simulation, which means that we 
do not capture any data (password 
& username) that may have been 
entered. Our simulations are fully 
focused on monitoring behaviour 
and the evolutions therein. In order 
to protect the anonymity of the 
employees, aggregated reporting 
is used.

4 	� Creation of security 
awareness

	� Immediately after the simulations, 
the employees undergo a brief 
training that helps them to better 
recognise such attacks and report 
them to the IT department.

5  Repetition of the phishing cycle
 At BDO, we believe that the creation of security awareness is a continuous

process, not a one-off event. By repeating phishing simulations, adapted
to the ever-changing cyber world, we continue to measure and adjust
security awareness. In this way, employees remain aware of the threats
and are less inclined to respond to a real external attack.

(CYBER) SELF-DEFENSE COURSE FOR YOUR EMPLOYEES WORKING REMOTELY

OUR APPROACH

In the last couple of days, the world has witnessed an increase in cyber-attacks. Hackers are aware that due to the 

COVID-19 crisis, many people are actively working remotely. In these times, employees are often more restless, 

which reduces cyber awareness and therefore makes it easier for them to fall into a trap. With technology alone, 

you cannot adequately protect yourself against such attacks. Training your employees is therefore crucial so that they 

can recognise phishing attacks and respond appropriately, even when working remotely. 

It is important that training is offered on a repetitive basis, in order for your employees to learn the right reflex. In 

this context, BDO offers a Phishing-as-a-Service (PhaaS) program. By training and making employees aware on a 

continuous basis, we ensure a significant improvement in your cyber security.
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OUR CYBER SERVICES TAILORED TO YOUR NEEDS

Cyber security is a complex subject, in which many 
factors and measures come into play. In fact, this is 
probably one of the reasons why so many organisations 
are reluctant to take decisive action. Unfortunately, there 
is no such thing as perfect security, which is why it is 
important to apply a risk-based approach, focusing first  
on the highest priorities and risk components.  
We are happy to help you with that. 

As an independent third party, BDO advises organisations 
to take appropriate cyber measures. As we do not 

carry out technical implementations ourselves, we are 
completely independent and our focus is solely on the 
most pragmatic solution tailored to the organisation. 

For each building block, we offer our customers 
a coordinated and technical approach with clear 
recommendations and concrete actions to ensure the 
confidentiality, integrity, availability and security of 
your data and systems. Our services are delivered by our 
certified and experienced professionals with the right, 
proven and effective tools for your entire organisation.
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✔	� Simulation of a phishing attack
✔	 �Physical security test

✔	� Live training on location
✔	� eLearning modules with  

optional exam

✔	� Logical access control review  
for applications and  
operating systems

✔	� Deep technical analysis  
of IT infrastructure

✔	� An ethical hack of  
your organisation

✔	� Define and/or review the security 
policies and procedures

✔	� Prepare your organisation for  
control frameworks (e.g. ISO27001, 
NIS Directive, CIS, ISF, etc.).

CYBER MATURITY 
ASSESSMENT


